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In this briefing we examine the evidence relating to the use of Facial Recognition Technology,
with a focus on implications primarily for children’s rights but also human rights and
equalities. The paper has been drafted to inform others working in the children’s rights sector
and Senedd Members, regarding the implications of this technology. Use of FRT has an impact
on children and their rights in Wales, and there is specific Welsh legislation that ensures that
due regard to the United Nations Convention on the Rights of the Child is given, in the
development of any legislation or policy. Although, policing is not a devolved area of policy,
we strongly recommend that any further developments in relation to this technology are
considered in relation to the legislative commitments that have been made to children’s
rights in Wales. These considerations are currently absent in the UK Government’s
consultation document.

Please see our recommendations to the UK Government and below our briefing paper that
informed them.

Recommendations to the UK Government

Ensure Facial Recognition Technology Complies with Children’s Rights, Human
Rights and Equalities.

In light of the UK Government’s consultation on the use of facial recognition technology (FRT),
and the growing evidence of disproportionate harm to children and marginalised groups, the
following recommendations are proposed. These are grounded in the UK’s obligations under
domestic equality law, Equality Act 2010, the Human Rights Act 1998, and the UN Convention
on the Rights of the Child (UNCRC).

Furthermore, in Wales, there is Welsh specific legislation, the Rights of Children and Young
Persons (Wales) Measure 2011, that requires Welsh Government Ministers to give due regard
to the UNCRC in the exercise any of their functions (Rights of Children and Young Persons
(Wales) Measure 2011). So, we strongly recommend, that robust evidence is published, that
demonstrates that a newly proposed FRT legislative framework, complies with these
Ministerial obligations, and the UNCRC.



https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-rights-child
https://www.legislation.gov.uk/mwa/2011/2/contents
https://www.legislation.gov.uk/mwa/2011/2/contents

i. Introduce Dedicated Statutory Regulation for FRT

The UK Government should introduce primary legislation governing the use of facial
recognition technology, rather than relying on fragmented guidance and general data
protection law. This legislation should:

e Embed equalities, human rights, and children’s rights, including explicit protections
for children, recognising their heightened vulnerability.

o Define the lawful purposes for which FRT may be used.

e Require necessity, proportionality, and last-resort tests for all deployments.

e Mandate prior independent authorisation (judicial or equivalent) for live facial
recognition in public spaces.

ii.  Prohibit or Strictly Limit the Use of FRT on Children
Given the technical limitations, heightened inaccuracy, and severe rights implications:

e The Government should prohibit the routine inclusion of children on facial recognition
watchlists.
e Any exceptional use involving children (e.g. genuine missing-person cases) should be:
o Time-limited
o Individually authorised
o Subject to enhanced safeguards and post-use review
e Children should never be subjected to live facial recognition scanning for general
policing or crowd surveillance purposes.

iii.  Mandate Children’s Rights Impact Assessments (CRIA)

The Government should require that all FRT deployments involving or likely to impact
children are subject to a Children’s Rights Impact Assessment (CRIA), in addition to a Data
Protection Impact Assessment.

CRIAs should:
e Be published in full.
e Explicitly assess impacts on privacy, non-discrimination, dignity, development, and
freedom of assembly.
¢ Demonstrate compliance with the UNCRC, particularly Articles 2, 3, 12, and 16.

iv.  Require Demographic Transparency and Public Reporting
Legislation should mandate full demographic disaggregation of all FRT outcomes, including:

e Age (children/adults)
e Race and ethnicity
e Gender
¢ Disability etc.
This should include data on:
o Watchlist composition



V.

False positives and false negatives

Police stops and arrests resulting from FRT

All data should be published regularly to enable public scrutiny and independent
research.

Establish Independent Oversight with a Child-Rights Mandate

The Government should create or designate an independent oversight body with explicit
responsibility for:

Monitoring FRT’s compliance with human rights and children’s rights.

Auditing police use of FRT beyond data protection compliance alone.

Receiving and investigating complaints from children and families.

This body should include children’s rights expertise and engage directly with affected
communities.

Commission Independent, Child-Specific Research

The Government should fund independent academic research into:

Error rates and bias in facial recognition systems when applied to children.

The lived experiences of children subjected to FRT, particularly children from racialised
communities.

Longitudinal impacts on children’s wellbeing, trust in institutions, and participation in
public life. This research should inform future regulation and be conducted
independently of policing bodies or technology vendors.

Strengthen Watchlist Governance and Accountability

Clear statutory rules should govern watchlists, including:

i

ii.
iii.
iv.

V.

Vi.

Strict eligibility criteria.

Short, defined retention periods.

Mandatory review and deletion mechanisms.

Enhanced safeguards where any child data is involved.

Children and their guardians should have accessible routes to challenge inclusion and
seek redress.

Embed Participation and Community Engagement

Consistent with Article 12 UNCRC, the Government should ensure:

Children and young people are meaningfully consulted in policy-making on
surveillance technologies.

Engagement with minority communities disproportionately affected by FRT.
Transparency measures that allow the children and the public to understand where,
when, and why FRT is used.



Briefing
1. Introduction

Facial recognition technology (FRT), especially Live Facial Recognition (LFR), is increasingly
being adopted by UK police forces to support policing efforts. While FRT promises efficiencies
and safety gains, deep concerns persist, particularly around inaccuracy, racial bias, human
rights and its potential for misuse with children. Landmark legal cases, like Ed Bridges v South
Wales Police (2020) ([2020] EWCA Civ 1058) have driven some policy reforms, but significant
concerns persist, including a lack of clear legal safeguards and public accountability.

2. What is Facial Recognition Technology?

FRT is a form of biometric software that uses artificial intelligence to identify or verify a
person’s identity by analysing and comparing patterns based on their facial features. The
process typically involves capturing an image or video of a face, converting it into a digital
format using facial landmarks or measurements (such as the distance between the eyes or the
shape of the jawline), and then matching it against images stored in a database. FRT can be
used for various purposes, including unlocking smartphones, verifying identity at border
controls, or enabling real-time surveillance by law enforcement agencies. A more recent
development is Live Facial Recognition (LFR), which allows for real-time identification by
scanning faces in public spaces and immediately checking them against watchlists, often used
by law enforcement for locating suspects.

3. Claimed Positives of FRT Use
Policing and Public Safety: Claimed Benefits of Facial Recognition Technology

FRT is often praised for its potential to enhance crime detection and improve public safety. In
London, for example, the use of LFR has reportedly led to over 1,000 arrests for serious
offences such as rape and domestic abuse since 2024 (Metropolitan Police). Similarly, in
South Wales, LFR has been used to make real-time identifications during large public events,
such as summer concerts, with authorities claiming it has contributed to maintaining public
safety in such settings (Nation Cymru).

Real-Time Policing: Speed and Responsiveness of LFR

One of the key advantages cited by supporters of FRT is its speed and responsiveness. Police
forces using LFR-equipped vans are able to conduct immediate watchlist checks, allowing
officers to act quickly when a match is found (South Wales Police). This capability is seen as a
significant tool in enabling rapid interventions and preventing potential crimes on the spot.

Facial Recognition as an Emerging Forensic Technique

South Wales Police is noted as one of the pioneering UK forces using LFR, alongside the Met.
Proponents also argue that FRT is simply a natural extension of traditional forensic tools like
fingerprinting and DNA analysis. From this perspective, facial recognition, it is suggested,


https://news.met.police.uk/news/arrest-landmark-for-met-officers-using-live-facial-recognition-499089
https://nation.cymru/feature/has-using-facial-recognition-to-combat-crime-in-south-wales-been-good-value-for-money/
https://www.south-wales.police.uk/police-forces/south-wales-police/areas/about-us/about-us/facial-recognition-technology/

represents the next step in the evolution of investigative methods, offering law enforcement
agencies another means to identify suspects and solve crimes efficiently (Kruger, et al. 2024).

4. Criticisms of FRT Use
Discriminatory Outcomes: How FRT Fails Marginalised Groups

However, FRT also faces significant criticism due to well-documented disparities in accuracy
across different demographic groups, most notably, individuals with darker skin tones and
women, especially Black women. A comprehensive U.S. government study conducted by the
National Institute of Standards and Technology (NIST) evaluated 189 facial recognition
algorithms and discovered that these systems were 10 to 100 times more likely to misidentify
Black or East Asian faces compared to white faces, with particularly poor performance for
Black women Harvard Journal of Law & Technology. Academic investigations and benchmark
audits have repeatedly attributed these disparities to the underrepresentation of darker-
skinned individuals and women in training datasets, many of which are overwhelmingly
comprised of lighter-skinned faces Harvard Journal of Law & Technology. These concerns are
compounded by structural biases in the data sources used by police. Watchlists and custody
image database, which serve as the basis for many FRT systems, tend to overrepresent
minority groups. As a result, bias is embedded into the system even before the algorithm
makes an assessment (Open Rights Group).

The Impact of Image Quality on Facial Recognition Accuracy

A May 2025 experimental study explored how image degradation, like blur, low resolution,
contrast imbalance, and motion, affects FRT performance. A recent analysis of FRT revealed
a number of important findings concerning its accuracy and fairness (Cuellar et al 2025).
Interestingly, false positives, where the system incorrectly identifies someone as a match,
were most common even when image quality was near ideal, suggesting that high technical
input does not always guarantee reliability. On the other hand, false negatives, where actual
matches are missed, increased significantly when image quality degraded, such as in cases
of blurred or low-resolution images.

The study also highlighted consistent demographic disparities in performance. Error rates
were higher for women and Black individuals, with Black women being disproportionately
affected. These findings align with broader concerns about algorithmic bias and
underrepresentation in training datasets.

False Positives and Flawed Claims: Questioning the Accuracy of UK Police FRT

Big Brother Watch has also reported that the facial recognition technology trialled by UK
police yielded alarmingly high false-positive rates, up to 98% in the Metropolitan Police
deployments and 91% in South Wales Police trials. This inaccuracy was observed at events
such as the Notting Hill Carnival for the Met, where most alerts proved to be incorrect, and
at various public gatherings in South Wales, where the vast majority of supposed matches
were also false (The Guardian, Big Brother Watch, UK Public Technology Net). Professor Pete
Fussey has also challenged the Metropolitan Police’s assertion that their LFR system is bias-



https://link.springer.com/article/10.1057/s41284-024-00445-1?utm_source=chatgpt.com#citeas
https://jolt.law.harvard.edu/digest/why-racial-bias-is-prevalent-in-facial-recognition-technology/?
https://jolt.law.harvard.edu/digest/why-racial-bias-is-prevalent-in-facial-recognition-technology/?
https://www.openrightsgroup.org/blog/uk-facial-recognition-no-consent-no-oversight/?
https://arxiv.org/abs/2505.14320
https://www.theguardian.com/uk-news/2018/may/15/uk-police-use-of-facial-recognition-technology-failure?
https://bigbrotherwatch.org.uk/campaigns/stop-facial-recognition/report/?
https://www.publictechnology.net/2018/05/15/defence-and-security/report-claims-facial-recognition-95-inaccurate/?

free, arguing that the supporting study used only seven false matches, too small a sample to
support such claims (Guardian).

Furthermore, in December 2025, the Home Office publicly acknowledged that police facial
recognition systems were more likely to falsely identify Black and Asian individuals than white
people in certain uses of the technology, particularly in retrospective searches of the Police
National Database (Guardian).

A review by the National Physical Laboratory (NPL) found that the algorithm was significantly
more likely to suggest incorrect matches for women, Black people, and younger people than
for white men, and that, at some settings, false positives for Black women could be almost
100 times higher than for white women.

Documents seen by The Guardian and Liberty Investigates indicate these bias issues were
known to police forces as early as 2024, and that proposals to mitigate bias, such as increasing
confidence thresholds to reduce false positives, were reversed by police chiefs on operational
grounds.

Campaigners have criticised this pattern, arguing that police lobby efforts to preserve
operational yield at the expense of fairness show how racial disparities can be embedded into
policing practice even when the technology’s limitations are well-documented and
acknowledged.

5. Legal Challenges

Ed bridges Ruling (R (on the application of Edward Bridges) v The Chief Constable of South
Wales Police

In 2020, the Court of Appeal case led by Ed Bridges, supported by Liberty ruled that South
Wales Police’s use of facial recognition was unlawful, citing lack of guidance and absence of
bias assessment (Guardian). Bridges had argued that FRT breaches rights to privacy, data
protection and equality. The initial High Court judgement dismissed the claim, ruling that the
use of FRT was lawful and proportionate, that existing legal frameworks were sufficient and
that the force had complied with equality and data projection law. However, on appeal, the
Court of Appeal found the use was unlawful on several grounds, including lack of clear
guidance on where FRT could be used, and who could be placed on watchlists, a deficient data
projection impact assessment and failure to assess the system for racial or gender bias. While
acknowledging the potential benefits of the FRT, the court ruled the implementation lacked
necessary safeguards. The force accepted the judgment, stating they would take the findings
seriously and revise their approach, rather than pursuing further appeal.

As a result of this ruling, a National Physical Laboratory (NPL) study was commissioned in
2023, finding “no evidence of bias” though critics cite testing limitations. It is also criticised
that transparency remains limited, and the system may still disproportionately flag or
misidentify minority individuals (Big Brother Watch).



https://www.theguardian.com/technology/2025/aug/23/expert-rejects-met-police-claim-that-study-backs-bias-free-live-facial-recognition-use?
https://www.theguardian.com/technology/2025/dec/05/home-office-facial-recognition-tech-issue-black-asian-subjects
https://www.theguardian.com/uk-news/2018/may/15/uk-police-use-of-facial-recognition-technology-failure?
https://bigbrotherwatch.org.uk/blog/police-use-of-live-facial-recognition-faqs/?

The ruling did spearhead stricter procedural requirements (See Annex 1). A report by the
Information Commissioner’s Office (ICO) Audit (Aug 2025) found South Wales Police’s use of
facial recognition, including live, retrospective, and operator-initiated, was compliant with
data protection law (ICO 2025). The audit also highlighted use of human oversight,
proportional deployments, and robust governance.

Legal Uncertainty and Human Rights Concerns Surrounding FRT

However, others argue that there is still not comprehensive regulation or a clear legal regime
governing the use of FRT (Ada Love Lace Institute, EHRC, Liberty, House of Lords Justice and
Home Affairs Committee). There is a lack of a coherent legal framework for FRT use in the UK.
Currently, deployment is governed by a patchwork of overlapping laws such as the GDPR and
the UK Equality Act 2010, but there is no dedicated legislation specifically tailored to facial
recognition, there has also been no specific consideration given to children’s right implications
(see later section). These legal ambiguities create uncertainty for both law enforcement and
the public.

Furthermore, there are still equalities, human rights and privacy implications. The Equality
and Human Rights Commission has intervened in legal proceedings to argue that the use of
Live Facial Recognition (LFR) may infringe upon fundamental rights, including the right to
privacy and the right to peaceful protest. Critics warn of a broader “chilling effect,” suggesting
that the presence of FRT in public spaces transforms them into constant surveillance zones.
This sense of perpetual monitoring can disproportionately affect marginalised and already
over-policed communities (The Guardian).

6. Use of FRT Internationally

Live facial recognition (LFR) technology has gained the strongest foothold in authoritarian
states such as China and Russia, where it is deployed extensively for surveillance and control.
In contrast, many democratic nations have adopted a far more cautious stance. Across the
United States, numerous cities and states have introduced bans or strict limitations on its use.
Similarly, the European Union’s Al Act imposes a general prohibition on the use of LFR for law
enforcement, allowing it only in narrowly defined, exceptional circumstances, and even then,
only with prior judicial approval. Member states are required to enact specific domestic
legislation to permit its use, and each deployment must be reported to the relevant data
protection authority (Big Brother Watch FAQs, 2024)

This stands in stark contrast to the United Kingdom, where the use of LFR remains largely
unregulated, with minimal transparency or independent oversight.

7. Children, Misidentification, and the Normalisation of Biometric Surveillance

In a particularly distressing incident in Romford in 2019, a 14-year-old Black schoolboy
wearing his uniform was wrongly flagged by Live Facial Recognition (LFR). He was approached
by plainclothes officers who subjected him to fingerprinting and questioning, an encounter
that caused significant fear and humiliation (Big Brother Watch, 2020).



https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2025/08/ico-steps-up-scrutiny-of-police-use-of-facial-recognition-technology-with-audit-of-south-wales-police-and-gwent-police/?utm_source=chatgpt.com
https://www.computing.co.uk/news/2025/government-urged-to-tighten-regulation-around-facial-recognition-technology?
https://www.bbc.co.uk/news/articles/c1kzgx4v2pko
https://www.libertyhumanrights.org.uk/fundamental/facial-recognition/#:~:text=OPPOSE%20FACIAL%20RECOGNITION,go%20about%20our%20daily%20lives.
https://www.computerweekly.com/news/366580336/Government-dismisses-concerns-over-legality-of-facial-recognition?
https://www.computerweekly.com/news/366580336/Government-dismisses-concerns-over-legality-of-facial-recognition?
https://www.theguardian.com/uk-news/2025/aug/20/met-police-facial-recognition-plans-fall-foul-of-european-law-says-watchdog-notting-hill-carnival?
https://bigbrotherwatch.org.uk/blog/police-use-of-live-facial-recognition-faqs/?utm_source=chatgpt.com
https://committees.parliament.uk/writtenevidence/39016/pdf/

Big Brother Watch has documented multiple instances where young Black boys were
misidentified by LFR, only to be subjected to humiliating detentions and invasive demands for
identification. In two such cases, two young black boys were visibly scared and distressed. One
of these stops was also witnessed by the MPS’ Independent Reviewer, Professor Peter Fussey,
who remarked on how 'distressed and clearly intimidated' the child was. (Big Brother Watch
FAQs, 2024)

Routine Surveillance and the Expansion of Watch listing Practices Involving Children

These individual cases sit within a broader and increasingly concerning pattern. Investigative
journalism by Liberty Investigates, in collaboration with The Times and other outlets, has
revealed that UK police forces are routinely using live facial recognition technology on
children, including adding children as young as 12 to facial recognition watchlists (Liberty
Investigations & The Times, 2025).

The investigation, published in December 2025, found that hundreds of children had
appeared on police facial recognition watchlists, with children’s images featuring at least
1,600 times across six police forces that regularly deploy the technology. This confirms that
the surveillance of children through FRT is not exceptional or incidental, but rather part of
routine policing practices in certain forces.

Liberty warned that this practice risks treating children as suspects by default, creating a
“chilling effect” on public life, particularly for young people from racialised and over-policed
communities. Of particular concern is the absence of clear, consistent national rules
governing when and how children can be placed on watchlists. Police forces are effectively
setting their own criteria, with no child-specific statutory safeguards, independent
authorisation requirements, or uniform oversight mechanisms.

Although police have suggested that FRT may be used to locate missing children, Liberty and
other rights organisations caution that this justification risks masking much broader, routine,
and unregulated surveillance of children in public spaces.

Developmental & Technical Limitations

Facial recognition algorithms face significant challenges when applied to children. This is
partly because children’s facial features evolve rapidly as they grow, but most systems are
trained on adult faces and fail to account for these dynamic developmental patterns
(Bahmani, K. & Schuckers, S., 2022). In addition, evaluations conducted by NIST indicate that
facial recognition systems perform significantly worse on children compared to adults, likely
due to limited representation in training and reference datasets (Human Rights Watch &
SRights Foundation submission to NIST, 2023).

The inclusion of children on watchlists therefore combines heightened technical inaccuracy
with heightened vulnerability, dramatically increasing the risk of false matches and unjustified
police intervention in children’s lives.


https://bigbrotherwatch.org.uk/blog/police-use-of-live-facial-recognition-faqs/?
https://bigbrotherwatch.org.uk/blog/police-use-of-live-facial-recognition-faqs/?
https://libertyinvestigates.org.uk/articles/police-facial-recognition-children-met-government-consultation/
https://libertyinvestigates.org.uk/articles/police-facial-recognition-children-met-government-consultation/
https://arxiv.org/abs/2204.01760
https://www.hrw.org/news/2023/08/04/human-rights-watch-and-5rights-foundation-submission-us-national-institute?
https://www.hrw.org/news/2023/08/04/human-rights-watch-and-5rights-foundation-submission-us-national-institute?

Consent & Ethical Considerations

Children are unable to provide meaningful consent to biometric surveillance, raising profound
ethical and rights concerns regarding autonomy, privacy, and the power dynamics at play in
settings such as schools, play spaces, or on the streets (Human Rights Watch & 5Rights
Foundation, 2023). Moreover, the normalisation of FRT in these contexts’ risks
institutionalising surveillance, potentially undermining children’s well-being and eroding trust
in the institutions meant to support them.

8. Conclusion

The routine deployment of Live Facial Recognition (LFR) in public spaces risks normalising
biometric surveillance as an unavoidable feature of childhood, embedding monitoring into
children’s daily lives without their understanding or meaningful consent. While facial
recognition technology may offer potential efficiencies in policing, the evidence
demonstrates that, without rigorous safeguards, transparency, and a robust legal framework,
its use poses serious risks, particularly in relation to racial bias, the misidentification of
children, and the erosion of civil liberties. The experiences of South Wales Police illustrate
both the operational ambitions of this technology and the unresolved legal, ethical, and
human rights challenges that continue to surround its deployment.

Only through data-driven oversight, ethical constraint, and clear legislative regulation can
facial recognition technology be used in a manner that respects human rights for both adults
and children. At present, however, there remains a significant evidence gap. There has been
limited empirical research examining the specific impacts of FRT on children, including
children from global majority and other marginalised backgrounds, and little exploration of
children’s lived experiences of being subjected to biometric surveillance in public space.
Equally, there has been no comprehensive analysis of the children’s rights implications of FRT,
nor the development of child-centred rights frameworks capable of meaningfully guiding
policy, practice, and accountability.

Research and urgent action to protect children’s rights in Wales is therefore particularly well-
justified. The region has been at the forefront of the UK’s deployment of live facial
recognition, with rapid roll-out by South Wales Police and repeated use in Cardiff. This is
especially significant given the distinctive legislative and policy landscape in Wales (Rights of
Children _and Young Persons (Wales) Measure 2011) which places obligations on Welsh
Government Ministers to give due regard to the UNCRC in the exercise of any of their
functions, and the fact that Cardiff is the first city in the UK to hold UNICEF Child Friendly City
Status (Cardiff Child Friendly City).



https://www.hrw.org/news/2023/08/04/human-rights-watch-and-5rights-foundation-submission-us-national-institute?
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https://www.unicef.org.uk/child-friendly-cities/press-releases/cardiff-becomes-the-first-unicef-child-friendly-city-in-the-uk/

Annex 1:
Legal, policy procedures framework for Facial Recognition Technology, since the 2020 Legal

Challenge: Timeline

Surveillance Camera Code of Practice
e Issued under the Protection of Freedoms Act 2012, this Code was revised after the Ed
Bridges court ruling.
e It requires forces to demonstrate legality, necessity, and proportionality for all
deployments of facial recognition.
e Emphasises transparency and community impact assessments, especially for live use in

public spaces.

College of Policing Guidance (2022 onward)
e The College published detailed national guidance on the use of Live Facial Recognition
(LFR):
o Must be targeted and intelligence-led, not for general surveillance.
o Requires a Data Protection Impact Assessment (DPIA) before deployment.
(Note there is no requirement to do a EQIA, HRIA, CRIA).
o Watchlists must be strictly controlled, and inclusion must meet clear legal
criteria.
o Mandates human review before any enforcement action is taken.
e South Wales Police was cited as a reference model for compliance after the court case.

Independent Oversight Strengthened

Information Commissioner’s Office (ICO) Involvement
o After the Ed bridges ruling, the ICO took a more active auditing role.
e |n 2025, the ICO conducted an audit of South Wales Police and Gwent Police’s use of
facial recognition:
o Found that their current practices were compliant with data protection law.
o Highlighted robust governance, human oversight, and proportional
deployment.
o Confirmed that officers received training, and deployment rationale was
documented.

Biometrics and Surveillance Camera Commissioner (BSCC)
e Until the role was absorbed into the ICO in 2024, the BSCC provided independent
scrutiny of police use of surveillance tech, including:
o Ensuring tech use complied with the Human Rights Act.
o Promoting transparency, oversight, and public trust.

Operational Safeguards Introduced
Proportionality Checks
e Police must now conduct documented proportionality and necessity
assessments before using LFR.
e These must weigh public safety benefits against potential rights infringements.
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Tighter Watchlist Criteria
e Following the ruling, forces must:
o Justify each individual on a watchlist.
o Avoid vague or overbroad categories like "likely to be of interest."
o Set clear retention and deletion timelines
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